INFORMATION TECHNOLOGY
TITLE: SECURITY INCIDENT RESPONSE
POLICY AND PROCEDURE

PURPOSE

The purpose of this policy is to establish the appropriate response to identify,
investigate, contain, eradicate, and remedy a security incident. The policy will also
provide procedures to document, report and communicate the incident. Responsibility
for each step will be established in this policy.

SCOPE

This policy and all implementing standards and procedures applies to all KSU students,
faculty, staff, Board of Regent members, and all others who use, have access to, store,
transmit or oversee KSU information technology resources. This applies to access of
any KSU information resource from any device.

POLICY

All information security incidents, known or suspected, must be reported to Information
Technology (Help Desk or CIO), the department supervisor and/or the division vice
president immediately.

KSU will handle Incident response according to the type and severity of the incident as
outlined in the Incident Response Procedure section of this policy.

INCIDENT RESPONSE PROCEDURE

Reporting Security Incidents:

1. Any member of the KSU community who suspects or becomes aware of an
Information Security Incident must report the incident immediately by:

2. Contacting the IT Help Desk or Chief Information Officer by phone (preferred), e-
mail or in person.

3. Contacting the department supervisor, who must contact the CIO immediately.

4. If the department supervisor is not available, then the individual must contact the
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3. Ifit has been determined that an information security incident has occurred and
restricted or confidential data/information has not been impacted, the CIO under
the guidance of Legal Counsel will determine steps to communicate, contain,
eradicate, remediate, document and as well determine any post-incident
activities.

KSU will adhere to federal, state laws, rules, regulations, policies and procedures
governing the confidentiality of data and notification of security breaches.

ENFORCEMENT

Any individual who violates this policy may result in disciplinary action including but not
limited to termination, loss of data access privileges, administrative sanctions, and
personal civil and criminal liability.

Any employee or student who interferes with or refuses to cooperate in the investigation
of a violation of this policy may be subject to disciplinary action including but not limited
to termination, loss of data access privileges, administrative sanctions, and personal
civil and criminal liability.

DEFINITION

Confidential Data: This classification applies to the most sensitive data or information
that is intended for use strictly within KSU, protected by any confidentiality agreements,
or data protected by federal or state law, such as FERPA, HIPPA, GLBA or PCI-DSS. Its
unauthorized disclosure could seriously and adversely impact KSU, its customers, its
business partners, and its suppliers.

Restricted Data: This classification applies to less-sensitive business data or information
that is intended for use within KSU. By default, all information that is not defined as
confidential or public should be treated as restricted. Its unauthorized disclosure could
adversely impact KSU, or its customers, suppliers, business partners, or employees, but
would not violate law.

Information Security Incident: An actual or suspected event such as a violation of
computer security policies, acceptable use policies, or standard security practices.
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Additional Affected Data/Information:

6. Analysis

Attack Sources (e.g. IP address, port)

IP address of affected system

Physical Location of Affected System:

Additional Analysis Information:

7. Timeline

Date and time when first detected, discovered
or reported:

Date and time when the incident first
occurred:

Date and time when the incident was
contained or services restored:

Date and time when Commonwealth
“Determination of Breach Completed and
Submitted”(If applicable)

Date and time when Affected Users Notified (If
applicable)

Detailed incident timeline:

[8]




INFORMATION TECHNOLOGY
TITLE: SECURITY INCIDENT RESPONSE
POLICY AND PROCEDURE

8. Remediation and Post — Incident Summary

Actions Taken to Identify Affected Resources
or Systems

Actions Taken to Remediate Incident

Actions Taken to Prevent Future Incidents

Does existing administratie controls need to
be amended?

Was the response appropriate?

What lessons have been learned from the
incident?

Should any Security Policies be updated?

Additional Comments:

Appendix B: Incident Handling Checklist

Action Completed

Detection and Analysis

1 Determine whether an incident has occurred

1.1 Review Impact Categories

1.2 Determine if Restricted or Confidential Info was breached
1.3 Determine Systems Impacted
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[ ] Web Posting: [ ] Email:
[ ] Local or Regional [ ] Telephone:
Media:
[ ] Letter: [ ] Other:
Did You Notify Consumer Credit Reporting [ JYes [INo IfYes,
Agencies? Date:

Any Other Breach Compliance Requirements Apply such [ Jyes [ No
as Federal?

If Yes,
Explain:

Third Party Breach: [ _]Yes [ _INo

If Yes, Third Party
Name:

If Third Party Involved, When Did They Notify
the Agency:

If a delay then please attach the delay notification record along with supporting documentation.
Was there a delay due to:

Law enforcement investigation. Reference to KRS 61.933 (3)(a)

An agency determines that measures necessary to restore the reasonable integrity of
the data system cannot be implemented within the timeframe established and will delay
the breach determination. Delay will need to be approved in writing from the Office of
the Attorney General. Reference to KRS 61.933 (3)(b)

Section 3
Complete and submit at the conclusion of the investigation and any notice and resolution process.

Actions Taken to Resolve Breach:
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Actions Taken to Prevent Additional Security Breaches in Future, if any:

A General Description of what Actions are Taken as a Matter of Course to Protect Personal Data from
Security Breaches:

Any Quantifiable Financial Impact to the Agency Reporting the Security Breach:

Reference:
KRS 61.931 to 61.934 - http://www.Irc.ky.gov/Statutes/statute.aspx?id=43575
KRS 42.726 - http://www.Irc.ky.gov/Statutes/statute.aspx?id=43580
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